Tech Notes

How blockchain can improve nursing

BY WHENDE M. CARROLL, MSN, RN-BC

LL INDUSTRIES, includ-

ing healthcare, are focus-

ing on revolutionary ways

to safeguard the deluge of
data created and stored from sources
such as smart devices, e-commerce
transactions, and online banking.
Protection for all patient data is par-
amount due to its sensitive nature,
and nurses are now responsible for
managing it. Data from the electron-
ic health record, wearable devices,
telehealth, and sensor technology all
add to the pool of susceptible data in
cyber attacks, in which data is stolen
and used by hackers to their advan-
tage. And nurses, like patients, want
to ensure their data are also secure
in the hands of those who collect
and manipulate it.

An advanced, fast-moving, and
quickly evolving technology called
blockchain has a plethora of applica-
tions to improve the patient and
nurse experience. It can signifi-
cantly increase data security within
healthcare and the nursing profes-
sion due to its superior data acces-
sibility, privacy, auditability, and
efficiency. This article explores the
benefits of blockchain technology
and its applicability to clinical
practice.

What is blockchain?

In simple terms, blockchain is
digital information (the “block”)
stored in a public database (the
“chain”).! Blockchain technology has
roots in Bitcoin innovation.? This
decentralized digital currency, also
known as cryptocurrency, was the
first viable use of blockchain. In the
case of Bitcoin and newer cryptocur-

rencies, blockchain is used in
financial transactions to create a
credible, decentralized, serverless,
consensus-based ledger network
that decreases duplicate spending,
forgery, government control, and
third-party interference

As a form of distributed ledger
technology, blockchain serves as a
grand cluster of connected databases
that record all types of transactions.
Blockchain technology differs from
classic databases in that it prevents
the alteration of a transaction

sequence of transactions to verify proof
of transactions, which are then logged
into the blockchain within a discrete
network governed by rules agreed on
by the network participants.*

Factors that create a secure “trust
model” for data sharing include
network user consensus, knowledge
of transactions, transaction origin,
and changes in network ownership
over time. Users cannot tamper with
a transaction after it records to the
ledger; if a transaction error occurs, a
new transaction must be added to

In simple terms, blockchain is digital information
(the “block”) stored in a public database (the “chain”).

without the event being known to
others. Instead, with blockchain,
data transactions and information
records are shared and available to
all parties, which makes for a more
interactive, data-based network.*

Blockchain technology for
transactional applications uses a
shared ledger, or record, that docu-
ments all transactions that take place
within a business network and is
shared among all participants in a
secure, encrypted environment.? At
the core of the technology are blocks,
which are transaction records added
to the chain in a linear, chronologic
order. Each participant, or node,
connected to the network receives a
copy of the blockchain. The blocks
are downloaded automatically upon
joining.’

The blockchain expands as the
number of transactions grows. The
blocks record and time-stamp the
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reverse the error. This trait gives
network users full transparency
about all transactional activity, such
as transaction completions and who
created them.*

Blockchain in nursing: present
and future

Nurses have unique data needs that
beg for information security. For
nurses, blockchain is becoming
increasingly beneficial in the follow-
ing ways.?

e Optimizing patient data manage-
ment and portability. Blockchain
technology can improve data
exchange and interoperability to
connect data sources and reposito-
ries that enable the safe transfer of
personal health information among
stakeholders in the blockchain
network. For example, a group of
healthcare organizations on the
network logs each health-related
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event (or transaction) across the
patient-care continuum, enabling
nurses to track and update a patient’s
clinical data set each time they
provide a health-related service.
Also, patients can allow the transfer
of records from one clinician to
another.” Currently, multiple
databases store various types of
sensitive patient health information
in different locations, including
demographics, claims, portals,
pharmacies, lab, assessment and
documentation systems, and billing.

6

o Safeguarding clinical trials and
expediting nursing research.
Implementing a blockchain clinical
trial consent log gives study subjects
ownership of their data and pro-
vides an audit trail of associated
clinical activities for nurses, clinical
trial staff, and regulators.” The
technology also maintains an
immutable record of patient consent,
enabling regulators to monitor
clinical trial standards more effi-
ciently to ensure that the trial meets
informed consent regulations and

Nurses can make a significant difference in the
quality of patient care by harnessing the power of

blockchain technology.

Blockchain allows a seamless
connection of these sources, ser-
vices, and applications to follow
patient movement and events
throughout their journey in the
healthcare system.

e Managing professional nurse cre-
dentialing and education. Members
of a blockchain can verify the cre-
dentials and track records of various
health professionals. This ledger
functionality streamlines the nurse
hiring process and documents an
unalterable history of a nurse’s
career history.” Ledger technology
allows nurses to carry their creden-
tials with them and for healthcare
organizations to trust those creden-
tials wherever they practice, which
would expedite licensure at less
cost to nurses.® With the addition
of secure payment methods for the
development and maintenance of
smart nurse contracts, this approach
of logging lifelong learning plans
and accomplishments will give full
transparency to employers to guide
ongoing, meaningful nursing pro-
fessional development.”
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mitigates fraud. Further, blockchain
can employ an auditable “smart
contract system” that prevents
clinicians from using patient data
until the end of a contract transac-
tion, requiring consent at each stage
of a clinical trial.” In nursing
research, blockchain ledger technol-
ogy produces higher data quality by
reducing the duplication of health
science data collected from multiple
sources. With this, nurses can pull
data from a centralized location
where they exist only once, increas-
ing the standardization of data sets.
This ledger-driven data reconcilia-
tion improves scientific tools and
expediates research time from
study outcomes to practice imple-
mentation. !’

Final thoughts

Nurses can make a significant
difference in the quality of patient
care by harnessing the power of
blockchain technology. To improve
the security and efficiency of clinical
and administrative processes,
exploiting blockchain will equate to

best-in-class data management,
interoperability, and sharing. By
utilizing this emerging technology,
nurses can safeguard patient and
personal data as well as purvey
knowledge, adding value to the
nursing profession.!! H

REFERENCES

1. Reiff N. Blockchain explained. Investopedia.
2020. www.investopedia.com/terms/b/blockchain.
asp#what-is-blockchain.

2. Anderson C. A look at blockchain and
applicability to nursing. Online ] Nurs Inform.
2018;22(3).

3. Rosic A. What is cryptocurrency? [Everything
you need to know!]. Blockgeeks. 2018. www.
blockgeeks.com/guides/what-is-cryptocurrency.

4. Gupta M. Blockchain for Dummies—IBM Limited
Edition. Hoboken, NJ: John Wiley & Sons, Inc.;
2017.

5. Healthcare Information Management and
Systems Society. HIMSS Dictionary of Health
Information Technology Terms, Acronyms, and
Organizations. 4th ed. Boca Raton, FL:
Taylor & Francis; 2017.

6. Krawiec R, Barr D, Killmeyer K, et al.
Blockchain: opportunities for health care. 2016.
www.healthit.gov/sites/default/files/4-37-hhs_
blockchain_challenge_deloitte_consulting_llp.pdf.

7. Weinberg B. 14 Major real use cases of blockchain
in healthcare. 2019. www.openledger.info/insights/
blockchain-healthcare-use-cases/.

8. Coin Review Guy. Interview with the nurse
token team. Medium. 2018. www.medium.com/@
CoinReviewGuy/interview-with-the-nurse-token-
team-41b80714e709.

9. Bell L, Buchanan WJ, Cameron J, Lo O.
Applications of blockchain within healthcare.
Blockchain Healthc Today. 2018;1.

10. Manion ST. Distributed science value and
opportunity [slide set]. https://imgl.wsimg.com/
blobby/go/63238567-29f6-4c63-b86e-
61d521f2d11f/downloads/1d1tfrql9_16553.pdf.

11. Carroll WM. Emerging Technology for Nurses—
Implications for Practice. New York, NY: Springer
Publishing Company; 2020.

Whende M. Carroll is an informatics nurse specialist
in the Greater Seattle area. She is the founder of
Nurse Evolution and a senior editor of the Online
Journal of Nursing Informatics.

The author has disclosed no financial relationships
related to this article.

DOI-10.1097/01.NURSE.0000684256.65622.ec

August | Nursing2020 | 63

Copyright © 2020 Wolters Kluwer Health, Inc. All rights reserved.





